Top 5 Industries at
Risk of a Cyber Attack
Could you be in danger?

Industries most at risk
Healthcare
Small businesses
Legal
HR/Recruitment
Manufacturing/Utilities

By 2023
there will be

6 billion
internet users

75%
of the predicted
world population

Healthcare
Cyber attacks on healthcare organisations
have significantly increased over the past
five years. It's no longer a case of if it will
happen, but when.
It's critical for organisations in this
industry do as much as they can to protect
themselves, and prepare for future
incidents. Unfortunately, most of these
incidents come down to human error,
which is extremely difficult to prevent.
It has been said that limited budgets and
long approval processes are making it
difficult for this industry to adapt to new
threats when they emerge.

The estimated cost
of cyber crime in
the UK is £27
billion per year

Over £2 billion of
that comes from
the healthcare
industry alone

25%

of businesses claim
they have experienced
around 3-4 cyber
security breaches

Vulnerable access points
WannaCry Ransomware Attack
In 2017 the NHS was bought to a
standstill for several days, due to
the WannaCry outbreak.
The estimated charge was around
£92million. Despite the fact no
ransom was paid, the high cost was
due to downtime, with thousands
of appointments and operations
cancelled and urgent relocation of
emergency patients.

Wireless connectivity
& sensors
Increases potential exposure points
leaving doors open to hackers.

CT & MRI machines
Critical medical equipment remain
vulnerable to cyber attacks.

All small businesses
Although this isn't a specific industry, all
small businesses are at risk. This is
because many don't have the resources
to invest in their cyber security. This might
mean they are unable to give employees
cyber security training, and may prefer to
manage their IT themselves, without
proper policies in place.
You may be wondering why a hacker
would target a small business that is
likely to have less money to pay for
ransoms?
It's because they are an easy target.

87%
59%
60%

43%

of cyber attacks are
directed towards
small businesses.
Small businesses
saw a

424%

increase in cyber
attacks last year.

60%

of small businesses go
bust six months after
a security breach.

do not have any formal internet security policy
in place.

do not have a contingency plan in place in the event of
a breach.
do not have a policy in place for employees who are
handling sensitive customer or employee information.

75%

do not have any policies in place for employee social
media use.

Reasons why a small business may be targeted
No IT department or IT support partner
Often less likely to follow recommended
security practises
Simple networks and systems
Uses more 3rd party software

Legal
There are many reasons why law firms
are an attractive target for a cyber attack.
They handle a large amount of sensitive
client information, large sums of money
and are a key enabler in commercial and
business transactions.
The primary threat to businesses in the
legal sector is cyber criminals with a
financial motive. However, they may also
be acting for hacking groups with political
or ideological agendas.

Most significant cyber threats
for law firms to be aware of:
Phishing
Data breaches
Ransomware
Supply chain compromises

78%
41%
Switching to remote working during the
pandemic was difficult for most law firms.
Many of the methods they use for things
such as dispute resolution and
transactional work could not be done
remotely.
There's also a lack of clear regulations in
regards to data protection and security.
This meant that many firms could not
create contingency plans or set up a good
security plan.

of all law firms have
reported a security
incident in the past
12 months.

of law firms have
suffered incidents as a
result of their own staff.

On a scale of 1 to 10 what is the risk
that law firms are facing right now?

11

HR/Recruitment
Cyber criminals often target businesses
that are heavily reliant on their online
systems, both HR and recruitment
industries fall into this category.
Departments within these sectors handle
a lot of sensitive information, such as
personal contact details, employment
agreements, email addresses, bank
details and CV's. Finding this information
would be like discovering a gold mine to
cyber criminal, and could make them a
lot of money if they were to sell it on.

59%
94%

of employees
who leave or are
fired steal
company data.

of malware is
delivered by email.

Most common types of cyber attacks in recruitment and HR sectors
Malware - Software designed with malicious intent to damage
computers, servers, clients or computer networks.
DDoS Attacks - A distributed denial of service (DDoS) attack is used to
bring down any service that connects to the internet.
Phishing - An attempt to access sensitive information by disguising as a
trustworthy person via electronic communication, such as an email.
Ransomware - Malicious software that denies user access to their
computer system or data until a ransom is paid.
Human error - If an employee unknowingly clicks on malicious content
that gives hackers access to your system.
Malicious employee behaviour - If an employee leaves (maybe to set
up their own agency) they may still have access to company data.

Manufacturing/Utilities
Manufacturing organisations were
considered to be pretty safe from most
forms of cyber crime, but more recently
after the Covid crisis struck, many
turned to remote working, which caused
an influx of cyber attacks.

1/2

half of manufacturers
have been a victim of
cyber-crime in the
past year.

For most manufacturing companies, the
biggest issue is the lack of knowledge
and training. Often, management isn't
even aware of the risks, and employees
receive little to no training on how to
recognise and avoid potential threats.

43%

of manufacturers have been
asked by customers to prove
that they have robust cyber
security measures in place.

Why are manufacturing businesses
more vulnerable to an attack?
Lack of preparation in the industry.
The industry-wide change to using
autonomous manufacturing solutions
that require an internet connection.
A long supply chain with many
interconnected companies.
Hackers can often access names of
management to impersonate people in
the company.
Fragmented systems across different
departments can make it hard to create
one overall security setup.

59%
of manufacturers describe
cost as the biggest barrier
between them and becoming
fully cyber secure.

Top Cyber Security
threats in 2022
Phishing

PDF Scams

This involves an malicious
form of electronic
communication, usually an
email. The sender will
pretend to be someone
else and will attempt to
steal sensitive information.

These usually involve an
email with an attached PDF,
often stating a security
policy has changed. Once
the malicious PDF is opened
you will be exposed to
ransomware.

Malware & Ransomware

Database Exposure

Malware is a term for any
program that's designed to
damage a device.
Ransomware is a type of
malware that blocks you from
your system until you pay the
ransom.

This is simply a security
breach that exposes database
information to hackers who
can then sell on the
information to thousands of
other cyber criminals.

Credential Stuffing

Accidental Sharing

This is a type of cyber attack
in which a cyber criminal will
use stolen usernames and
passwords to access user
accounts from another
organisation.

As it sounds, this is when
information, such as business
data and other sensitive
information, is shared
accidentally, often via email
or social media, usually as a
result of human error.

How can I protect myself?
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1. Use strong passwords and use different ones for different sites.
2. Regularly backup your system on the Cloud so you always have
access to your files.
3. Update your software regularly, especially any operating systems or
internet security software.
4. Allocate some space in your budget for cyber security.
5. Manage your social media settings to create a more private page.
Cyber criminals often look for personal info, such as pet names or
family names, to work out passwords.
6. Strengthen your WiFi security using a strong password. You must also
ensure you use a VPN (virtual private network) when accessing public
WiFi to prevent any malicious interception by hackers.
7. Make sure you have firewalls installed.
8. Remove old hardware and software from your system.

If you are interested in upgrading your IT security,
contact us via our website to find out more.

www.lansupport.co.uk

